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Workforce Challenges
Over the past several years, enterprises have experienced a significant increase  
in workforce mobility. Today, employees routinely connect to their offices from 
home PCs via VPN, use wireless hotspots in airports, and receive work emails  
on smartphone devices. This mobility has led to unprecedented productivity  
for enterprises, as employees are able to remain continuously connected —  
anytime, anywhere.

An increasing number of companies have formally embraced telecommuting as 
a viable alternative for their workforce. Some employees work from home a few 
days each week, while others work remotely on a full-time basis. According to 
World at Work, 42 percent of U.S. employers allowed staff to work remotely in 
2008 — up from 30 percent the previous year. These employees typically log in 
from either a company-owned laptop, or from their home computer, via a direct 
VPN connection. 

 
Companies are also facing challenges in providing controlled and protected 
access to contractors and partners. According to Ponemon Institute, over 44% of 
all cases in this year’s data breach study involved third-party mistakes. Providing 
instant access to the office network for employees who travel has also become a 
critical requirement for many enterprises. The availability of broadband access, 
coupled with the efficiency of modern communications, has accelerated the 
speed at which business is conducted — and fueled expectations of continuous 
access to workplace resources.

Figure 1. Telecommuter Trendline.
Source: Telework Trendlines 2009, WorldatWork.
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Threats and Dangers of a Mobile Workforce
While providing employees, contractors and partners with instant remote and 
secure access to the corporate network provides tremendous advantage in terms 
of productivity and efficiency, it also introduces significant security risks to the 
enterprise. Laptops containing sensitive company or customer data can be lost  
or stolen; passwords, login credentials, and sensitive files can be left behind  
on un-trusted devices at the end of a session, making them readily available to  
subsequent users. Additionally, employees remotely logging in could be using an 
un-trusted machine, or a machine with malicious software and open a direct port 
into the enterprise’s network, making it vulnerable to an array of security threats.

For these reasons, mobile users on the go require additional layers of security  
protection that simply cannot be provided through traditional endpoint solutions.

Abra Provides the Solution
Abra is a hardware-encrypted flash drive with embedded security software.  
Abra encrypts data on the flash drive, and provides secure remote access with 
special policy enforcement, as well as a secure virtual workspace for working  
with documents and applications. All sensitive user information is encrypted  
on the flash drive, so user credentials, information contained in documents,  
and other sensitive data remain protected — even if Abra is lost.

When Abra is inserted into the USB port of any PC, the user will be presented 
with a new Windows desktop, which contains the user’s shortcuts and docu-
ments. Abra uses the software installed on the host PC to run applications such as 
Microsoft Word and Microsoft Excel, but the user’s documents will remain secure 
in the Abra environment — a separate secure workspace that runs parallel to the 
host environment. Abra opens a secure channel to the applications stored on the 
host, which enables it to use the applications, but with data neither transferred to, 
nor available on, the host PC.
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Figure 2. Attacker targets sensitive data using a variety of methods.
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Employees routinely utilize a wide range of untrusted computers including  
home computers or computers in hotel and airport business centers. There is  
no guarantee that these systems possess latest antivirus software with newly 
updated signatures, or that they are free from malicious software — this puts  
company at a significant risk from security threats. Therefore, Abra creates a  
virtual Secure Workspace — a special environment that provides direct access 
to the company network in a segregated, secure environment. None of the host 
system’s processes can gain access, nor any traces are left behind on the host 
system after the session is over. 

 
For an additional layer of security, the enterprise can employ security policies,  
to determine what applications are allowed to run on Abra, and how secured  
files should be handled. Adminstrators can also configure additional settings  
that would restrict users from printing or accessing host PC.

Figure 3. Abra controls which applications can run and which cannot.

Figure 4. Security through segregation.
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Abra Technology
Once the Abra flash drive is inserted into a PC or laptop, a special program 
launches and is granted access to the flash drive firmware, where sensitive  
information is stored. The user is then presented with a login screen, where  
he or she will be required to enter credentials.

Upon successful login, a new explorer.exe instance is started in the Abra Secure 
Virtual Workspace. All subsequent processes will be started as child processes 
of this new explorer, thereby allowing Abra to control applications in the secure 
workspace.

The Microsoft Windows dynamic-link library (NTDLL) acts as a barrier between  
the user environment and the system kernel. 

Abra performs a special sort of hooking on this border, intercepting the secure 
application’s code execution before it reaches the NTDLL. The enterprise can 
enforce specific security policies such as forbidding the copying of files from  
Abra to the host PC, or vice-versa.

All file and registry input/output (I/O) calls for the secure application running inside 
Abra are redirected to the flash drive. In other words, applications running on 
the Abra desktop (including the new explorer) operate in a virtual file system and 
registry. The virtual files and all registry data are written to the flash drive instantly, 
where they are immediately encrypted.
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NTDLL.DLL
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Figure 5. Abra architecture.
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When the application requests file creation inside Abra, the CreateFile Win32 API 
function is called. Abra intercepts the API and the file is actually created within  
the flash drive file system. Alternatively, file creation inside Abra can be denied  
by policy, if desired.

This special hooking does not require Abra to install a driver component, which 
dramatically reduces the potential for conflicts between Abra and the software 
applications on unmanaged computers. In this architecture, the memory spaces 
of applications under Abra and those of ordinary applications on the host PC are 
not separated avoiding memory conflicts. In addition to NTDLL, several other 
Microsoft Windows dynamic-link libraries are hooked in the same manner, to  
provide additional security.

Abra also includes an anti-keylogger, to protect applications in the Abra Secure 
Workspace from malicious software on the host PC that secretly records key-
strokes. Such malicious software could capture the user’s credentials, which 
could be employed by malicious users to gain unauthorized access to the  
corporate network.

Applications of Abra Technology (Use Cases)
With Abra, enterprises can provide employees, contractors and partners with  
a consistent, controlled, encrypted and secure virtual workspace that is inde-
pendent of the host computer. Security administrators have the ability to enforce 
mandatory access control on all files — stored in a hardware-encrypted,  
password-protected partition, to enable compliance with privacy regulations.

At Work
Abra is portable, so users can take it wherever they go. The entire working  
environment — including security settings, bookmarks, documents, shortcuts,  
and VPN connectivity — will remain consistent on every PC.

Abra can be used to provide easy access to partners and guests, or to grant  
temporary access to contractors who utilize their own computer. In either case, 
the contractors or guests don't have to install anything on their computer —  
eliminating the need to purchase additional assets, and significantly reducing  
support costs.

Figure 6. Easy access for contractors and guests.
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At home
The growing number of emails with the subject line “Working From Home Today” 
makes system administrators nervous. There is a negative correlation between the 
number of employees working outside the firewall and the control the enterprise has 
over its information. Increases in the number of employees working from home are 
met with a corresponding increase in the potential for a security breach.

A simple "snow day" can keep workers at home for a few days. A worldwide pande-
mic which nearly occurred during the recent H1N1 Flu outbreak, may force people to 
stay home for weeks at a time. As a result, convenient and secure remote connectivity 
tools will be required to maintain productivity — without sacrificing security.

On-the-go
Employees such sales professionals who work on the road and from home can 
carry the pocket-sized Abra to use on any PC, rather than hauling a laptop from 
place to place. Alternatively, they can supplement their laptop with Abra — for  
an unparalleled blend of consistency and security.

 
Summary
Abra provides a convenient secure access to the corporate workspace, while pre-
venting data loss and malicious activity from remote systems — at a significantly 
reduced cost over traditional endpoints.

Figure 7. Abra provides the ability to work from home in case of natural disaster.

Figure 8. Abra provides a workspace on the go.
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