Information Security and Compliance
Sword & Shield Enterprise Security Company Overview

Dedicated to Security
Technology firms that dabble in security tell you what you’re doing wrong (or not doing at all) and walk away, leaving you without
a plan of action. Sword & Shield Enterprise Security is a nationally-recognized information security and compliance firm that
partners with you to identify gaps and vulnerabilities, then continues to work with you to achieve and maintain a secure and
compliant environment.

Focused on Your Business Objectives
Sword & Shield’s depth and breadth of expertise in every aspect of
our comprehensive portfolio of security services, coupled with our
customer-first approach, empowers us to provide tailored solutions
and personalized support for small to enterprise level companies.

Providing Peace of Mind
Sword & Shield’s world-class information security and compliance
experts align our service offerings with your business objectives.
Our experienced professionals take the burden of information
security and compliance off you by making complex undertakings
simple.

About Us
Securing business for more than 20 years, Sword
& Shield Enterprise Security, Inc. partners with our
customers to meet the needs of their dynamic cybersecurity and compliance landscape.
We work closely with companies to become tightly
integrated with their enterprise operations in the areas
of managed security, risk and compliance, enterprise
security consulting, security incident response and
forensics, and security training.
Recognized nationally and headquartered in Knoxville,
Tennessee, Sword & Shield has offices throughout
the US. Sword & Shield services a broad spectrum of
industries, including healthcare, retail, media, banking
and finance, legal and manufacturing.

Our Services
Managed Security Services

Incident Response

Our 24/7 security operations center takes the burden off you
by providing a team of expert analysts to fulfill your security
and compliance requirements by quickly, easily and cost
effectively deploying all the security controls you need in
order to detect, analyze, log, monitor and react to an attack.

Responding to an unplanned security incident can mean
the difference between surviving relatively unscathed, or
suffering severe monetary and reputational losses. We
partner with you to provide peace of mind in knowing you
have a plan to deal with unexpected security incidents.

Managed Security Services (MSSP)

Incident Response Program

Managed SIEM with Ongoing Tuning & Optimization

Incident Response Plan Development

Perimeter Defense

Data Breach Threat Analysis

Cyber Deception

Forensics and eDiscovery

Security Awareness Training

Root Cause Analysis

Phishing as a Service

Tabletop Exercises

Protect. Detect. Respond.

Your Partner for a Secure Future

Assessments

Remediation

The first step to becoming secure and compliant is knowing
where you stand. Sword & Shield partners with you to thoroughly
assess the maturity of your security posture using analysis
guidelines tailored to your organization.

Where as many organizations are satisfied with giving a bad
report card and leaving you to remediate on your own, Sword &
Shield offers comprehensive remediation services to propel your
security program forward.

Risk Assessments

Policies and Procedures/Documentation

Strategic Security Assessment
Sensitive Data Discovery
Business Impact Analysis
Network Architecture Assessment
Secure Development Practices
Virtualization Assessment
Cloud Security Assessment

Business Continuity Plan
Cybersecurity Program
Development
Virtual Staff

Due Diligence Assessment
Compliance
HIPAA/HITECH
HITRUST
PCI DSS

CFPB
FFIEC
EI3PA

GDPR
CSC 20
ISO

NIST DFARS
IRS Pub 4557

Security Assessments
Penetration Testing
Social Engineering
- Phishing
- Thumb Drive Drops
- Tailgating
- Pretexting/Phone Calls

Policy Templates
Disaster Recovery

Virtual Qualified Security Assessor (vQSA)
Virtual Chief Information Security Officer (vCISO)
Virtual Security and Compliance Consultant (vSCC)
- Encryption
- Data Governance/Data Classification
- Data Flow Mapping
- Product Integration
- Firewall Hardening and Configuration

Training
Web Application
Mobile Application
Purple Team
Wireless

Training is an integral ingredient for embracing a culture of
security. Giving staff continuous access to awareness and
product training is key to achieving and maintaining a secure and
compliant workplace.
Modes of Training

Security Products
Sword & Shield offers a full line of enterprise-class security
products for authentication, encryption, security management,
and wireless security. We place our name and reputation beside
only the highest quality security products delivered by industryrespected manufacturers.

On-Site
Video-Based
Cloud-Based LMS

Live Online
Slide-Based

Types of Training
Security Awareness
- General
- Ransomware Defense
- Social Engineering
Compliance – HIPAA, PCI, NIST, FFIEC
AlienVault
Open SAMM / OSINT / OWASP
Certified Information Systems Security Professional (CISSP)
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